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1. Port Mirroring

AL

Alpha Bridge®
Technologies

Test Case

Port Mirroring

Test
procedure

Connect 2 PC’s for 1 switch.

Assign Ip address in both PC-1 and PC-2.

Run Wireshark in PC-1

Ping Switch from PC-2 or telnet Switch from PC-2.

H N

VLAN -1
IP Address of Switch — 192.168.168.1/24

G 0/0/1 G 0/0/3

IP Address of PC-2 IP Address of PC-1
192.168.168.11/24 192.168.168.21/24

configuration

Configuration:

[Switch]display current-config

enable

system-view

' IVLAN

vlan 10

quit

' DEVICE

mirror group 1 destination-interface ethernet 0/0/3
mirror group 1 source-interface ethernet 0/0/1 ingress
mirror group 1 source-interface ethernet 0/0/1 egress
VIUTIFE

interface vlan-interface 1

ip address 192.168.168.1 255.255.255.0

quit

Laptop-1
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Laptop-2
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test result

ICMP Packets from PC-2 to Switch

Telnet Packets from PC-2 to switch

| Copturing from Ethernet e
Fle Edit View Go Captwre Analyze Statistis Telephony Wireless Tools Help
% Qems=EFTE _=aaas
B3 -]+
Source Destination Info
197.168.168.11 197.168.168.1 = 74 teho (ping) request 1-0x0001, seq-301/11521, tEI-128 (reply in 96)
96 2024-11-12 192.168.168.1 192.168.168.11 o 74 Echo (ping) reply  1d-0x0001, 5eq-301/11521, ttl-64 (request in 95)
101 202411 12 102.168.168.11 192.168.168.1 100 74 Echo (ping) request 1d-0x0001, 5eq-302/11777, ttl=128 (reply In 102)
102 2024-11-12 192.168.168.1 192.168.168.11 0 74 Echo (ping) reply X0001, 56q=102/11777, (request n 101)
103 202¢-11-12 192.168.168.11 192.168.168.1 Toup 74 Echo (ping) request id=Ax0A01, seq=303/12033, ttl=128 (reply in 104)
108 2024-11-12 192.168.168.1 192.168.168.11 109 78 Echo (ping) reply  id=9x0901, seq-303/12033, tt1-64 (request in 193)
105 2026-11-12 192.168.168.11 192.168.168.1 0 74 tcho (ping) request 1d-6x0601, seq-304/12289, ttl-128 (reply in 105)
106 2024-11-12 192.168.1638.1 192.168.168.11 o 7a Echo (ping) reply  id-9x9901, 5eq-304/12289, ttle64 (request in 105)
a3 PR TS RIS J S eRpT GVE BIR) e AT 8c 1f 6420 €1 12 00 be 43 6c 79 €3 08 00 45 00 - d cy€
Ethornet 11, Sre: Dell_oc: :79:09), Dst: AlphaBridger_1:12 (c:1f:64:20:01:1 9 3 8ae5 0000 50 01 1470 cO M IR DA ¢ Yoo
a c 2¢ 5 5 L. -abede
M E G L R U TR L L E g Do AR LU 07 68 69 6a b Gc 6d bu OF /0 73 72 73 74 /5 /6 ghijkimn oparatuv
Internet Control Message Protocol 77 61 62 63 64 65 66 67 68 69 wabcdefg hi
[comunity T0: 1:FkvEGHKQARLg2gC7CkvnGvev1o=]
@ 7 Internet Control Message Protocol: Protocol Packets: 127 - Displayed: 8 (6.3%) Profile: Default

A “Ethemet - X
Fie Edit View Go Capture Anshyze Statistics Telephony Wireless Tools Help
d @ RE Re=2=T8= |R_aQ T
Time Source Destination Protocol Lengtt Info 3]

3527 563.672476  192.168.168.1 192.168.168.11 TELNET 66 Telnet Data ...

3525 563.674717  192.168.168.11 192.165.165.1 TELNET 60 Telnet

3530 563.675808  192.168.168.1 192.168.168.11 TELNET 60 Telnet

3531 563.676004  192.168.168.11 192.168.168.1 TELNET 63 Telnet

3533 563.715568  192.165.168.11 192.165.165.1 TELNET 63 Telnet

3534 563.716699  192.168.168.1 192.168.168.11 TELNET 66 Telnet

3535 563.717487  192.168.168.11 192.168.165.1 TELNET 60 Telnet

3537 563.754774  192.168.168.11 192.168.168.1 TELNET 64 Telnet

3539 563.571230  192.165.168.1 192.165.168.11 TELNET 66 Telnet

3540 563.872121  192.168.168.11 192.165.168.1 TELNET 60 Telnet

3542 563.950744  192.168.168.11 192.168.168.1 TELNET 63 Telnet

3544 563.962000  192.165.168.1 192.165.165.11 TELNET 125 Telnet

355 563.962878  192.168.168.11 192.168.168.1 TELNET 60 Telnet

3589 567.528774  192.168.168.11 192.168.168.1 TELNET 60 Telnet

3595 567.558566  192.165.168.1 192.165.165.11 TELNET 74 Telnet

3507 567.606114  192.168.168.1 192.168.168.11 TELNET 67 Telnet Data .

Frame 3527: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NP] 00 0= 09 88 36 29 C8 6b bc a@ 11 20 98 00 45 10
Ethernet II, Src: AlphaBridgeT a@:11:28 (c8:6b:bc:a@:11:28), Dst: CoshipSoftwa_88:36:29 (00:0c 0@ 34 fe 2d 40 00 40 86 6b 28 O a8 a3 01 c@ a8
Internet Protocol Version 4, Src: 192.168.163.1, Dst: 192.163.168.11 a8 eb 00 17 f2 76 2f 76 @a 58 5L 9c 38 92 50 18
Transmission Control Protocol, Src Port: 23, Dst Port: 62078, Seq: 1, Ack: 1, Len: 12 fabecdco e FIE AT B
Telnet
< >
© 7 Telnet: Protocol || Packets: 7776 . Displayed: 267 (3.4%) || Profile: Default

Remarks

working

Page 3 0of 3



